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QUESTION 1
Drones are perceived as vital and viable threats to information security. The F-16 unmanned drones are designed with no footage encryption and wireless security protection, prone to spoofing. Many weaknesses were revealed about the F-16 unmanned Drones after an analysis of the drone's flight and configuration was conducted. These weaknesses are associated with the telemetry links that stream data from a drone through serial port connections, precisely due to the drone's weak nature of communication, which isn't encrypted in most reported cases (Ward, 2019). Experiments conducted revealed that through the spoofing of GPS, the data can quickly be injected, modified, and captured. This vulnerability in the Data-Links allows spoofing and interception, which gives hackers total control of the F-16 drone.
 F-16 drones are prone to manipulation, which may result in serious crimes. This ranges from redirecting the drones to deliver explosives, stolen cargo of high vale, biological weapons, and other payloads from terrorists. The terrorist gains control over the F-16 drones by sending Counterfeit Signals or jamming them to crash them through GPS spoofing.  
QUESTION 2
There are many kinds of drones, each potentially requiring different approaches when data extraction matters are concerned. In most drones, data may be extracted while the drone is still intact, while others require disassembling of the drone down to the chips. To advantageously extract data from the F-16 unmanned drone, you'll have to remove all the scraps from the drone and extract data from it directly (Ward, 2019). The obtained images should be created using Industry Standard Data Format to enable investigators to analyze them using forensic software and inspect their content.
 It is also advisable to disassemble and extract data from the remotely connected devices and the pilot controls. After disassembling the drone, you will be able to retrieve flight paths, landing and launching locations, serial numbers, videos, and photos from the drone. You will also find a database whose function is to store the credit card information from the user.
QUESTION 3
To extract data from drones, digital tools such as using the forensic toolkit FTK software will be employed. Also, since the F-16 unmanned drones are manufactured with a supporting app on iOS and Android, tablets and smartphones may be used to access data stored on drone manufactures’ cloud and online user accounts. Tools such as Oxygen Forensic Detective may also be used to extract digital data from the drone's storage. 
QUESTION 4
In the history of war, getting close to carefully examining a target to get the upper hand meant encountering the risks of becoming one. Drones that are armed put an end to this by bringing weapons closer to the target while at the same time providing real-time, high-resolution video to the operators’ kilometres away (Ward, 2019). In responsible military hands, this is a game-changing capability. On the other hand, such information in a terrorist group is a significant threat to national security.

Manipulation of the F-16 unmanned drone by terrorists may lead to leakage of the drone's data. They may use the drone's information to launch an attack on the soldiers as they are already aware of the military plan.
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